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1 INTRODUCTION

Quantum Computers will likely change the security of the digitized society. They can break the most important
cryptography the Internet is currently relying on [9, 38]. As mitigation, algorithms that can not be broken by quantum
computers – post quantum cryptography – are needed. On the defender side, quantum computers could enable new
ways of secured communication (through so-called quantum cryptography). While governments and private companies
invest billions into the research of ever larger quantum computers [25] and the development of algorithms that can
operate them, a race to prepare systems and their encryption to withstand an attack of quantum computers is on its way.
Popularly, in 2022, the National Institute of Standards and Technology (NIST) announced the winners of a six-year-long
research competition to develop Quantum-Resistant Cryptographic Algorithms [16] and in 2023, Google announced to
build one of those algorithms [11] into its Chrome browser.
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The research into quantum computers, their applications, and algorithms already started in the 1980s and 90’s [8,
17, 58] and just as old is the idea to attack encryption algorithms with them [26, 56, 57]. The research into software
engineering for quantum computers is growing [47, 69] and even a few Human-Computer Interaction (HCI) studies
with quantum computers exist [5, 31, 41, 55, 68]. However, to date (post), quantum cryptography and its real-world
impact have been exclusively studied through a technical lens. There is no understanding of the security knowledge and
perception of humans that develop, implement, and use quantum computers and their algorithms – or more generally,
those who need to consider their impact on their products and organizations: security experts, software developers,
managers, and others. Understanding their knowledge and perception is crucial in translating Human-Centred Security
(HCS) principles into the realm of quantum computers.

Here, we present a first exploratory approach to understanding what security experts & students know and believe
about (post) quantum cryptography. We interviewed 𝑛 = 19 security experts & students with varying degrees of
knowledge and experience in this area. Since we aimed for participants with at least some understanding of the topic,
we first designed an online pre-screening to assess their eligibility. Our participants might, at some point, be responsible
for planning and implementing (post) quantum cryptography in their own organizations, and hence, misconceptions
could lead to false security decisions. We formulated the following research questions:

Q1: What are common misconceptions about (post) quantum cryptography held by security experts & students?
Q2: How do experts & students gain their knowledge about (post) quantum cryptography?

We find that 17 out of 19 experts & students hold somemisconceptions. The experts & students gained their knowledge
primarily through their university education and non-scientific sources, like YouTube and online news. They also
mistrust some of the most influential bodies in this realm, such as Google or the NSA.

Our contributions are the following:

(1) We are the first to show that misconceptions about (post) quantum cryptography exist among security experts &
students and that such needs to be addressed before organizations and their products can become quantum ready.

(2) We categorize types of (post) quantum cryptography misconceptions that can be used to create appropriate
teaching materials.

(3) We show possible ways to address those misconceptions in security education for students and practitioners.
(4) We publish our instrument (pre-screening questionnaire and interview guide) that can inform further (larger-

scaled) studies.

In Section 2, we will explain the current state of research into quantum computers, (post) quantum cryptography
and related work with security misconceptions. In Section 3, we explain our method based on interviews with students
and security experts. In Section 4, we present our findings based on the coding analysis of the interview transcripts.
In Section 5, we discuss our findings and implications for academia and education before we conclude our work in
Section 6.

2 BACKGROUND & RELATEDWORK

Quantum computers utilize properties of quantum mechanics like superposition and entanglement [54] and “can
perform certain kinds of computation more efficiently than a regular computer can”. Similar to how classical computers
Manuscript submitted to ACM



Quantum Misconceptions 3

operate on bits, the concept for computation and information for quantum computers is called quantum bit or qubit.
While quantum computers already exist, their number of qubits is currently too small to perform most operations more
efficiently than classical (digital) computers1 – while Google generally proved that quantum computers can (indeed)
outperform classical computers in practice, which is called Quantum Supremacy [4].

2.1 Quantum Security

Here we explain quantum cryptography and post quantum cryptography and will summarize both concepts under the
term quantum security in the remainder of the paper.

Quantum Cryptography (QC). QC makes advantage of quantum properties, which could e. g., be used to create
communication channels that can not be eavesdropped without detection [7, 22, 48]. QC, therefore, presents not a form
of novel attack through quantum computers but relatively new possibilities for secure communication. Although it has
already been demonstrated that QC is possible, “it is not widely used due to significant technological limitations”[13].
One approach to implement QC is currently being tested in China, where a QC network linking cities is under
construction [46]. A common misunderstanding is that quantum cryptography would be necessary to defend against
attacks by quantum computers. This is a misconception as we “can use classical to stop quantum” [44].

Post Quantum Cryptography (PQC). Quantum computers threaten some of the currently used (classical) encryption
algorithms since they can perform decryption in a much faster manner [26, 51, 56, 57]. Especially asymmetric encryption
algorithms – like RSA, which is currently used to establish secure internet communication – will not withstand fast
decryption of future quantum computers [9, 38, 59]. On the other hand, some essential symmetric encryption algorithms
– like AES which is e. g., used to encrypt hard drives –, are affected little by quantum computers [10, 14, 24]. PQC
describes such algorithms (symmetric and asymmetric) that are resistant to the attacks of quantum computers. The
National Institute of Standards and Technology (NIST) launched a public research competition in 2016 to develop
and standardize PQC algorithms [16]. In July 2022 – after we ran our interviews – the preliminary winners of this
competition were announced [11, 18] and first organizations started to implement those algorithms in their products,
e. g., Google in their Chrome Browser.2 Security experts are asked to estimate when RSA will be broken by quantum
computers in an annual survey [23].

According to the theorem of Mosca [42], data that needs to be protected from decryption in the future would already
need to be PQC protected today – since an adversary could collect the data in the present to decrypt it in the future. The
German Federal Agency for IT Security (BSI) performed a survey among German companies to asses their quantum
readiness [20]. They found that most were aware of threats through quantum computers but did not plan to adapt their
systems. Joseph et al. [32] described that such adaption might take an unsustainable amount of effort.handle.

2.2 Security Misconceptions

Security & privacy misconceptions have been studied extensively before. Herbert et al. [27] performed a global survey
with 12,000 participants in 12 countries about security misconceptions – of which they found plenty. Other studies
included general security & privacy misconception on the Internet [33], the protection of online accounts [35], WiFi [34],
encryption [1, 36] and secure browsing [60, 67]. Non-experts sometimes confuse different security mechanisms and
1In 2022, the most powerful quantum computer used 433 qubits: https://www.technologyreview.com/2023/05/25/1073606/ibm-wants-to-build-a-100000-
qubit-quantum-computer/, accessed August 19, 2024
2Google Adds Quantum-Resistant Encryption in Chrome 116: https://thehackernews.com/2023/08/enhancing-tls-security-google-adds.html, accessed
August 19, 2024
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security guarantees [53]. While non-experts may underestimate the strength of encryption and overestimate strength
of attackers [36] (e.g. due to “special knowledge” or perceiving encryption as “steganography” [2]), even administrators
do not always trust security mechanisms, such as PKI. Security misconceptions have also been studied among security
experts [40], how unaligned advice given by experts affect users [43, 50] and why outdated security knowledge is rarely
removed [28].

2.3 Quantum Security Misconceptions

To the best of our knowledge, no other research has been performed about quantum security misconceptions. While
researchers have at least gathered a list of common misconceptions about quantum mechanics [62] we could not identify
something similar for quantum security. However, multiple news articles and blog posts have pointed out the existence
of quantum misconceptions.3 Based on those articles, we hypothesize that the following misconceptions might exist:

(1) Underestimating or overestimating. One of the most general misconceptions, where thoughts and assumptions
do not match the facts, is to either underestimate or overestimate a matter. In the context of this work, such
misconceptions might be underestimating or overestimating the abilities or the current state of quantum
computers. Further, it might also be possible to underestimate or overestimate attackers or security threats.

(2) Confusion.Another misconception might be confusing different topics or principles. One might, for example, have
difficulties differentiating between quantum physics and quantum mechanics or between quantum cryptography
and post-quantum cryptography.

(3) Relevance. Additionally, related to underestimating or overestimating matters, another misconception might be
an inaccurate assessment of the relevance of the possessed knowledge. For example, one might see no relevance
and deem something unimportant, either overall or especially for oneself, even though the matter might have
real implications, thus underestimating it. On the other hand, it is equally possible to overestimate the relevance
of something, giving it more importance than it has.

(4) Lack of context. Misconceptions might also be formed due to missing information or lack of context. One might
know bits and pieces, but one lacks the context to fully understand the implications of one’s knowledge.
These statements mainly express the awareness one possesses of the topic at hand.

(5) Quantum computers are not good enough yet, so I do not have to worry. In this statement, we focus on generalizing
a quantum computer’s abilities and uses. It claims that quantum computers are not good enough yet, without
regard to their use.

(6) Quantum is magic - quantum computers can solve (almost) everything. This statement underlines the complexity
and difficulty of understanding quantum computers, as highlighted in the motivation by comparing it to magic,
and uses this to support the assumption that quantum computers could solve nearly anything like one would do
with magic.

(7) There is no need for post-quantum cryptography at the moment. Because, for one, quantum computers can
theoretically break types of encryption such as the RSA cryptosystem [21] and that it is, on the other hand,
possible to either listen to encrypted communication and store it, or to store encrypted data, we can envision
a particular scenario. In this scenario, a malicious party stores such encrypted data until it has access to a
quantum computer that can break the used encryption, which it then does. Thus, data that is not encrypted

3For Example: https://blog.sciencemuseum.org.uk/quantum-computing-myths/, https://www.forbes.com/sites/startswithabang/2020/06/11/10-myths-
about-the-quantum-universe/?sh=4a74c2bd5dd0, or https://www.amarchenkova.com/posts/top-3-quantum-myths-and-misconceptions, accessed August
19, 2024
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using post-quantum secure cryptography can be recovered through such means. If one desires to ensure the
future confidentiality of encrypted data, it is necessary to acknowledge this as a possible threat.

(8) Symmetric encryption remains secure. Although the consequences of quantum computers for asymmetric encryp-
tion appear to be significantly more severe, compromising entire cryptosystems [21], symmetric encryption
remains not completely unaffected. However, because this seems less frequently communicated, there might be
the misconception that symmetric encryption is unaffected and thus remains secure.

3 METHOD

We conducted semi-structured interviews with security experts & students in Germany to unveil misconceptions about
quantum security. We aimed at experts & students with at least some self-reported knowledge in this field. We developed
a pre-screening survey to find such experts & students. The online interviews were carried out in the first half of 2022 –
due to the ongoing COVID pandemic as online interviews. Figure 1 summarizes our methodology.

Refinment

Interview Piloting
n=3

Recruiting
n=153

Online
Pre-Screening
n=50 => n=43

Qualitative Content
Analysis by

3 researchers

Snowballing

Semi-Structured In-
Depth Interviews

n=19

Search in (public)
media for quantum

misconceptions

Development of
Interview Guide by 

3 researchers

Fig. 1. Our methodology

3.1 Instrument Development

Based on our review of media coverage of quantum security, we hypothesized what misconceptions might exist
(Section 2.3) and built our instruments around them.

Interview Guide. The interview guide (see Appendix B) was developed by three researchers and refined in multiple
discussions over the course of three months. The interviews started with (I) a reflection on recent media reports about
quantum computing, followed by questions about (II) the functionality of quantum computers, (III) their impact on
security in general, (IV) QC & PQC, (V) quantum physics, (VI) a reflection on answers the participants gave in the
pre-screening, and (VII) open questions about quantum security misconceptions. We piloted the interview with three
security experts (one drawn from our participant pool, and two directly through personal connections). Following those
pilots, we changed the interview guide to allow for more open questions around misconception topics.

Pre-Screening Questionnaire. With a pre-screening, we aimed to filter out participants without sufficient knowledge
of quantum computing or quantum security. We developed an online questionnaire (see Appendix A), deployed on
Qualtrics. Following a consent form and some demographic questions, we asked the participants to rate their skills
on five quantum topics (e. g., QC, PQC) on a 5-point Likert scale. Based on their self-assessment, we then asked them
to explain briefly what they knew about those topics. One researcher manually analyzed the answers to determine
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whether the depth of knowledge was sufficient. Only participants who showed near-zero understanding of any topic
were excluded.

3.2 Recruitment

Recruiting participants for the online survey was mainly done via email. Matching the topic of the questionnaire and
the follow-up interview, the recruitment letter was published through one of our institution’s mailing lists, which caters
to an IT-security-related audience. Additionally, we recruited personal acquaintances and asked them to distribute the
recruitment letter further, and we did the same with the participants. We did not inform the participants beforehand
that we aimed to study quantum security misconceptions and instead stated that we would examine the experts’ and
students’ perspectives on quantum security and quantum computing, in general, to prevent the participants from
reading into the topics beforehand.

3.3 Analysis

We applied Braun & Clarkes’ [12, 15] thematic analysis, following the codebook-style, combining deductive and inductive
coding strategies and a category-based evaluation along main codes. The coding was done with MaxQDA – using
Kurkatz guidance [37, 49] – and happened in multiple steps, carried out by three researchers, with only one coder
directly working in the codebook, which is considered acceptable by Braun & Clarkes’ [12] for codebook-style coding.
We decided on this strategy since the coder was the only researcher in the project with sufficient knowledge of quantum
security topics, with the other two being HCI experts. In the first step, (I), a deductive codebook based on the interview
guide was created, followed by (II) the deductive and inductive coding of all 19 interviews. (III) After the final codebook
was agreed upon, all interviews were coded again. Along with the coding, multiple memos were created to guide the
coding and subsequent discussions. The coding was refined in multiple rounds of discussion with all three researchers
present.

3.4 Ethics

Our institution does not have an institutional review board (IRB) nor an ethics review board (ERB) for security research.
We followed best practices in human subject research [64] and considered the deanonymization of the participants as
the primary threat to their safety & security. We followed strict European data privacy guidelines (GDPR) and informed
the participants about the study procedure and their rights at the beginning of the questionnaire. All participants gave
their explicit consent. After transcription, we deleted the audio files. We removed personal identifiers like names of
individuals, organizations, or other terms that might reveal the participants’ identity from the transcripts. All collected
interview data was exclusively stored on servers and devices at our institution, and we used EU-based Qualtrics servers
to be compliant with the GDPR. As we did not monetarily compensate the participants, we offered to share the results
of our study prior to publication.

3.5 Limitations

Our work has several limitations: We present an exploratory study with 19 participants from Germany. While we can
generate first insights into the topic, generalization towards other populations is impossible. This is especially true since
we only recruited in the wider local network of our institution—our study is locally limited. A bias regarding received
education about quantum topics could occur. Further, our sample contained 11 students who are only at the beginning
of their careers and hence can only provide limited insights into quantum security from a practical point of view. We
Manuscript submitted to ACM
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recruited participants with at least some knowledge of quantum security, and other security experts might have even
more misconceptions. We hypothesized misconceptions beforehand and were explicitly looking to confirm them. To
prevent this, we continuously raised awareness in the research team during the coding process. Despite the main
author of this thesis being a female quantum security expert, our recruiting strategy introduced a bias towards male
participants. This only partly reflects the distribution of male/female/diverse students and faculty at our institution.

4 RESULTS

In the following, we present participants’ demographics (4.1), the identified misconceptions (4.2), sources of information
(4.3) and origins of misconceptions (4.4). The results are summarized in Table 1.

4.1 Pre-Screening & Demographics

153 participants filled out our pre-screening questionnaire, with only 50 (33%) answering all questions. Of those 43
passed the pre-screening and were eligible to participate in the interviews. All 43 were invited to participate in the
interviews, with only 20 answering the invitation, resulting in 𝑛 = 19 interview participants (the first was used for
piloting). We asked for age, gender, field of experience, affiliation with our institution, and IT (security) background in
the pre-screening. While 11 participants were enrolled students, only 3 were currently not working in the IT or IT-S
industry, with 15 participants working in the industry. 13 participants were in some way affiliated with our institution
(either currently or in the past). 2 participants identified themselves as female, and the remaining 17 as male.

4.2 Quantum Misconceptions

Overestimating. The majority of participants either overestimated quantum computers themselves (P2, P3, P8, P13,
P14) or heard of aspects being overestimated (P1, P2, P4-P8, P13, P15, P17, P19). One overestimated aspect was the
consequences of the existence of quantum computers on IT security. One participant expressed, “that you just believe

that IT security no longer works and that you might overreact. In other words, you simply develop mistrust where perhaps

no mistrust would be necessary.” — [P13], or more concrete: “I just get a bit incredulous when someone says, oh you can

crack any password in one go with a technique in five years” — [P15], whereas another said that “In principle, the entire IT

security is based on some kind of encryption algorithms, which in turn are based on the fact that, uh, theoretically I can

decrypt all of them, but in practice I need too much computing time to do so. And almost every algorithm that is based on

this fact, [...] then uh, but everything that is dynamic and that is practically applicable uh, that uh, if it goes badly, would

be decryptable. And that would mean that there would be no more security for the time being.” — [P14].
P14 showed some overestimation by claiming that “Cryptography is a problem because everything we encrypt here

today could theoretically be cracked.” — [P14] and P3 said that “it depends on whether they come, [...] and whether they

can build a reasonably large one. And uh if they can, then it is very extreme, if not then not” — [P3]. When it comes to the
assumed overestimation by others, P5 explained that “it’s a bit of a myth, it’s only half a myth, but that they [quantum

computers] are incredibly strong in terms of computing capacity.” — [P5] and P4 stated that they “can imagine that many

people see it that way, that [these people] think quantum computers are completely superior to conventional computers in

all aspects.” — [P4]

Underestimating. The same aspects were underestimated by other participants. Regarding the number of qubits, three
participants (P7, P13, P19) either assumed the highest currently possible number of qubits to be lower than it actually is
considering the existence of the 127-qubit quantum computer by IBM [6] or estimated the future development on this to
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Table 1. The demographics, misconceptions and sources of quantum information of our participants. Highlighted cells are miscon-
ceptions that would be a direct threat to security if used for security decision making.
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P1 25-29 m ✓ ✓ 21:48 - ✓ - - - - ✓ ✓ - 3 ✓ ✓ - - ✓ ✓ - -
P2 25-29 m - ✓ 24:43 ✓ ✓ - - - ✓ - - - 3 ✓ - - ✓ - ✓ - -
P3 20-24 m ✓ ✓ 17:59 ✓ - - - ✓ ✓ - - - 3 - ✓ - ✓ - ✓ - -
P4 20-24 m ✓ ✓ 34:28 - ✓ - - ✓ - - - - 2 - ✓ - ✓ - ✓ - -
P5 <= 19 m - - 27:35 - ✓ - - - - - - - 1 - ✓ ✓ ✓ - - - -
P6 25-29 m ✓ - 23:30 - ✓ - - ✓ - - - - 2 - - - - ✓ ✓ - -
P7 25-29 m - ✓ 48:27 - ✓ ✓ - - - - - - 2 ✓ ✓ ✓ - - - - -
P8 20-24 f ✓ - 21:36 ✓ ✓ - - - - - ✓ - 3 - - - - ✓ ✓ - -
P9 20-24 m ✓ - 31:40 - - - - - - - - - 0 ✓ ✓ ✓ ✓ - ✓ - ✓

P10 20-24 m ✓ ✓ 35:48 - - - ✓ ✓ - - - - 2 ✓ - - ✓ - ✓ - -
P11 30-34 m ✓ - 32:29 - - - - - - - - ✓ 1 - - - - - ✓ ✓ -
P12 55-59 m ✓ - 33:07 - - - - ✓ - - ✓ - 2 - - - ✓ - ✓ - -
P13 30-34 m ✓ - 23:34 ✓ ✓ ✓ ✓ - ✓ ✓ ✓ - 7 - - - - ✓ ✓ - -
P14 55-59 m ✓ - 22:06 ✓ - - - - - - - ✓ 2 - - - ✓ ✓ - - -
P15 20-24 m ✓ ✓ 32:59 - ✓ - - - ✓ ✓ - - 3 ✓ ✓ - - - - ✓ -
P16 20-24 m ✓ ✓ 24:36 - - - - - - - - - 0 - - - ✓ ✓ ✓ - -
P17 20-24 m ✓ ✓ 20:48 - ✓ - - - - ✓ - - 2 - - - ✓ ✓ ✓ - -
P18 20-24 f - ✓ 22:00 - - - - - - - - ✓ 1 - - - - ✓ ✓ - -
P19 20-24 m ✓ ✓ 26:48 - ✓ ✓ - - - - ✓ - 3 - - - - - ✓ - -
Sum 15 11 5 11 3 2 5 4 4 5 3 42 5 7 2 10 8 15 2 1

be far beneath the numbers envisioned in the current IBM roadmap. Two participants commented on the feasibility of a
functioning quantum computer. One participant said that they were surprised when they heard a quantum computer
had been built, as “until then, [they] had always thought that this was such a distant theoretical idea and that it was not

really physically feasible.” — [P13], whereas the other mentioned that “there are certainly also still people, [that believe] it

will never work properly” — [P19]. Regarding the overall abilities of a quantum computer, five participants (P3, P4, P6,
P10, P12) expressed their doubts about its abilities and usefulness for everyday tasks, stating that it either is not capable
of them or would offer no advantages compared to using classic computers. That quantum computers are unable to
fulfill these tasks does not hold, as quantum computers “can do anything that a classical computer can do, and they can

do so with at least the same computational complexity”, though there is no merit in utilizing quantum computers for tasks

at which classical computers already excel.4

No need for post-quantum cryptography yet. Four participants (P1, P10, P11, P15) expressed that they saw no immediate
need for post-quantum cryptography, with participant P1 stating that we could simply keep using AES encryption,
overlooking the need for post-quantum secure asymmetric cryptosystems. Three of them (P10, P11, P15) emphasized
4Classical Computation on a Quantum Computer: https://qiskit.org/textbook/ch-gates/oracles.html, accessed August 19, 2024
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that post-quantum cryptography would become necessary, but only in the future. Participants P10 and P11 further
specified a time frame, both estimated post-quantum cryptography would become necessary in roughly 10 years,
whereas one of them (P11) also assumed that the transition to post-quantum secure techniques would happen in time.

Lack of Context. Six participants (P1-P3, P13, P15, P17) made statements that can be attributed to either them lacking
contextual information (P2, P3, P13, P15) or where they recount others lacking this (P1, P13, P15, P17). P1, for example,
reported that they thought that “the danger of quantum computers is mainly cryptography, and people don’t even understand

cryptography.” —[P1]. Participant P2, however, stated that after their knowledge, the AES encryption was deemed
secure and that they did not see any reason why we would need new encryption schemes. This, however, disregards
that AES is a symmetric encryption scheme and that asymmetric encryption schemes, which would predominantly
be affected by quantum computers, are widely used in modern cryptography. Another participant (P3) assumed that
utilizing dedicated algorithms to break specific asymmetric encryption, like Shor’s algorithm for RSA [56, 57], might
also be possible for symmetric encryption algorithms, which is incorrect. Similarly, P15 was unsure which encryption
the services they utilized and to what extent they were thus affected. P13 themselves indicated that they felt they lacked
an abstract understanding of what a quantum computer is capable of and what it is incapable of, and suggested that
other people probably faced the same issue. Concerning others’ lack of contextual knowledge, one participant (P1)
described having yet to talk to someone who knows what a quantum computer is capable of and how it functions, and
another (P17) emphasized that the literal quantum leap is, in contrast to the way it is used to highlight great steps,
incredibly small.

Symmetric encryption remains secure. Four participants (P5, P7, P8, P16) supported the statement that symmetric
encryption would stay secure even in the existence of quantum computers, with two participants (P5, P16) further
elaborating that they had not heard of the opposite, admitting this might also be due to lack of information. Participant
P8 additionally explained their reasoning, stating that due to the fact that symmetric cryptosystems are not, contrary to
asymmetric cryptosystems, based on computational problems, they were unaffected. Although symmetric cryptosystems
are, as of now, far less affected than numerous asymmetric cryptosystems and are still counted as secure, they are not
completely unaffected. Using quantum computer-specific features such as Grover’s algorithm, it is still possible to
reduce the security level that symmetric cryptosystems provide [66]. Therefore again, symmetric encryption remains
secure in no misconceptions in and of itself, the assumption that they remain completely unaffected on the other hand
is.

Confusing topics or principles. There were indications that participants had uncertainties regarding the used termi-
nology. When asked to explain the difference between quantum cryptography and post-quantum cryptography, eight
participants said they did not know and had used the terms synonymously. P12 used the terms implicitly as one during
the interview, and another (P19) stated that the differentiation between both terms might not be directly evident for
others, even if they come from this discipline. Further, P8 defined quantum supremacy by saying that the one who
holds quantum supremacy was the one possessing the quantum computer with the highest number of qubits, which is
not correct, as the term quantum supremacy is used “to describe the demonstration of a quantum computer that can
carry out tasks that are not possible or practical with a traditional computer” [45]. Three of the nineteen participants
(P11, P14, P18) made no differentiation between symmetric and asymmetric encryption.

Further misconceptions. Three participants (P7, P9, P14) described the misconception that quantum computers always
seem some years away, and years later, they still appear to be equally distant in the future. Or as phrased by participant
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P9, “the common joke is that people say that they will have quantum computers in twenty years, but they have been

saying that for twenty years already” — [P9]. Eight participants (P7, P8, P12-R16, P19) expressed the notion that capable
quantum computers "destroy" or "break" something. Especially, they frequently mentioned cryptosystems, cryptography,
or the encryption being broken or destroyed. The participants also heard more exaggerated statements, such as that
the "internet" or "everything" gets broken because of quantum computers. Some participants expressed this more
nuanced, stating that they heard that if quantum computers existed "then all these algorithms are obsolete" (P13), and
that "cryptography is a problem because everything we encrypt here today could theoretically be cracked." (P14) and
that they "just get a bit incredulous when someone says, oh you can crack any password in one go with a technique
in five years" (P15). Seven participants (P1, P4, P5, P10, P11, P13, P19) expressed that a common misconception of
quantum computers is that they can solve anything and are "superior to the classical computer in every aspect" (P4).
This has to be considered more distinctly for several aspects. First take a look at the computations these computers
perform, though quantum computers can simulate classical computers and are thus, in theory, able to compute anything
a classical computer could, this does not make them superior in the tasks both can fulfill. Considering computations
that classical computers already perform efficiently, even if a quantum computer were as efficient at this task, this
would not immediately make it superior. Taking into account the costs to build and operate a quantum computer, as
well as other limitations regarding the environment, the superiority of quantum computers has to be seen as much
more nuanced, and it is a misconception to say that they are "superior to the classical computer in every aspect" (P4).
Further, these statements seem to refer predominantly instead to the theoretical abilities of quantum computers than
their current abilities which are severely lacking, without highlighting this circumstance.

4.3 Origin of Knowledge

Necessity of knowledge. All participants expressed that end users had the least need for background knowledge on
quantum computers, that those who would implement or design applications for quantum computers would need
substantially more know-how, and that experts and researchers required extensive and in-depth knowledge. Reflecting
on quantum news spread by the media, twelve participants (P4, P5, P8-P10, P12, P14-P19) reasoned that it was also
highly dependent on the consumed type of media and its target audience, which background knowledge was necessary,
but that general news designed for the public required little to no previous knowledge. P1 remarked that they deemed
it relevant to understand the basic features of a quantum computer, and P2 stated that it was mainly important to
understand that quantum computers could solve specific problems faster and differently.

Source of knowledge. Participants listed various sources which they got their knowledge from (see Table 1). Five
participants (P1, P2, P7, P10, P11) mentioned sourcing their knowledge from “the Internet” (with no further specification),
seven (P1, P3-P5, P7, P9, P15) from YouTube, two from Wikipedia (P5, P7). The participants listed numerous different
news sources, e. g., the most popular German online IT-Portal heise (P2, P4, P5, P9, P10, P12, P14, P16, P17), leading media
like ZEIT and SPIEGEL (P1, P3, P8, P14, P16, P18), with only two (P1, P6) naming public news media, like tagesschau.
Most participants (15 of 19) also stated that they had received some form of education, listing university lectures, high
school subjects, seminars, and presentations, and two (P11, P15) reported reading a book on the quantum topic in
question and only one (P9) that they read scientific articles. Four participants (P1, P13, P18, P19) further expressed that
they acquired knowledge through conversations with others, for example, with fellow students or friends.

Credibility of and trust in information. More than the fact of where knowledge stems from, it is also key to consider
how credible or trusted participants rate this source, as this “media credibility” [63] can “influence people’s willingness
Manuscript submitted to ACM
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to change their attitudes toward different issues” [61]. Three participants (P2, P4, P7) commented on whether they
trusted certain sources. Participants P2 and P4 expressed distrust of the news of Google’s quantum supremacy, which
was discussed at the beginning of each interview. They emphasized that Google undoubtedly pursues its economic
interests and that it claims more quantum supremacy than providing distinctive proof. Similarly, participant P2 voiced
the suspicion that intelligence agencies like the NSA might be already further along in their research and development,
possibly enabling them to crack passwords. This appears to be, based on a past incident regarding supercomputers, not
a completely unfounded assumption, as “intelligence agencies like the NSA hide code-breaking advances [...] because
their disclosure might accelerate what has become a cryptographic arms race”5 and information on the NSA decryption
project Bullrun suggests.6 P7 further stated that there were “few articles that do not publish the latest information

sensationally” — [P7] and thus, one had to view them with some skepticism.

Lack of knowledge and consequences. Four participants (P1, P4, P7, P14) explicitly acknowledged their own and others’
lack of knowledge, deeming it dangerous(P1, P7, P14) and addressed it as superficial knowledge(P4, P7, P14). Two
participants (P2, P19) further stated possible consequences due to such lacking of superficial knowledge. P2 suggested
that this leads to uninformed decisions, and participant P19 fears there might be currently overlooked aspects that can
be exploited later on.

4.4 Origin of Misconceptions

Although the influence of media is highly dependent on what sources participants referred to and how trustworthy
they are rated, participants’ mindsets and behaviors also played a role in whether and how they were influenced.
Furthermore, certain characteristics of news could also have influenced their audience. A statement that fits both
aspects is P2’s “they [the news] will surely report about it” — [P2], highlighting the mindset that an important topic or
achievement will be reported on and simultaneously showing that the media’s choice of what to report on has a direct
influence on what one might learn. One major influence that six participants (P2, P5, P7, P8, P10, P19) saw was the
phrasing of the news headlines created to attract an audience. Participant P19 even recounted that such a headline had
caused them to have a quantum security misconception until they later took the time to read the full article in which
the misconception was cleared. One participant (P12) further mentioned that news also would be artificially inflated to
make them sound more relevant than they actually were, and another (P7) explained that such headlines could create
fear in the audience.

Five participants (P1, P6, P7, P9, P14) elaborated on Google’s influence in this. Participants P1 and P7 admitted that
part of their knowledge was directly influenced by Google’s algorithms. One of them (P1) reported that they used sources
of information that Google provided them, whereas participant P7 chose to view the most watched YouTube videos
on quantum topics they were interested in. Furthermore, two participants (P6, P14) doubted that reports on quantum
topics were created based on altruistic reasons and highlighted the advertising character of Google’s quantum-related
news. Participant P9 further stated that Google had designed the problem to solve for their quantum computer so
that it would achieve quantum supremacy rather than more general quantum supremacy. Lastly, two participants (P3,
P5) discussed the influence of movies that remotely and rather briefly address quantum topics, one (P3) suggesting
that nearly anything quantum-related in film might be complete nonsense, and the other with a similar stance (P5),
addressing the out-of-context use of the word “quantum”.
5https://theintercept.com/2017/05/11/nyu-accidentally-exposed-military-code-breaking-computer-project-to-entire-internet/, accessed August 19, 2024
6Revealed: how US and UK spy agencies defeat internet privacy and security: https://www.theguardian.com/world/2013/sep/05/nsa-gchq-encryption-
codes-security, accessed August 19, 2024
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Explanation. When asked why these misconceptions might exist, the main reason appeared to be that quantum-
related issues were hard to imagine for participants or even counter-intuitive, as reported by twelve participants (P1,
P2, P4-P6, P8, P9, P10, P13, P14, P16, P18). Another factor seemed to be the amount and character of news coverage the
quantum topics received. Six participants (P1, P2, P7, P8, P10, P19) reasoned in that direction, listing a brief coverage of
general news (P1), lacking thematic depth (P2, P8), misleading news articles (P7) or a significant simplification of topics
(P19). Participant P10 also highlights that simply hearing of a topic does not equal understanding it, and P1 emphasized
that "the danger of quantum computers lies mainly in the field of cryptography and people do not even understand
cryptography".

Analogies. Lastly, we present the analogies participants gave because they provide particular insight into their
awareness by comparing similarities of different things or topics. More than half, ten (P1, P2, P7-P11, P13, P16, P19) of
the nineteen participants answered what would be necessary to know to use a quantum computer with an analogy. They
presumed knowing how a quantum computer works was unnecessary, similar to how only a few people understand
how a classical computer works (P1, P2, P7, P8, P10, P13, P16, P19). Participant P11 provided a more abstract analogy,
explaining that "there are also people who drive a car without knowing how a car works". Two participants (P9, P15)
additionally compared the development of quantum computers with that of classical computers, recounting the steep
development of classical computers as their size became smaller and smaller and they became much more powerful, a
development that was equally hard to imagine back in the past as it is in the future development of quantum computers.
Participants P10 and P11 also explained the operating principle of a quantum computer using the analogy that on a
path with several branches, a quantum computer could evaluate all of them in parallel instead of the sequential process
of a classical computer.

5 DISCUSSION

Here, we discuss our findings concerning our research questions.
Our participants (students and more senior security experts) hold various quantum security misconceptions: those

that we hypothesized (see Section 2.3, except Quantum computers are not good enough yet, so I do not have to worry) and
others (like the confusion of principles or the belief that quantum computers do not exist to date). 15 participants held
one or more misconceptions and 11 suspected such in others. Not all misconceptions have the same severity though,
while e. g., the underestimation of the power of quantum computers or the confusion of their impact on symmetric versus
asymmetric encryption endangers informed security decisions, the overestimation of their power does not. Here lies
another danger: the spread of security myths [27, 40] and the creation of fear among non-tech-savvy users – in this case
from quantum computers that break encryption. It has been shown before that the dramatization of attack techniques
and the creation of fear negatively affects the ability of users to make rational security decisions [40, 52]. While some
participants were aware that they might hold misconceptions, the majority suspected them in others, while holding
some for themselves, which hints towards the existence of the Dunning-Kruger effect [39] among our participants: they
have just enough quantum security knowledge to speak about this topic but can not see how limited their understanding
is. University education was our participants’ primary source of quantum security knowledge, followed by varying
online sources and media. Our results hold little surprise despite the fact that a university education does not prevent
misconceptions. Quantum Security is no nice-to-have knowledge for security experts. A basic understanding is as
important as a basic understanding of cryptography (experts need to understand e. g., the basics about https, or End-to-
End encryption). This is the case because quantum computers will fundamentally affect the encryption the internet is
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currently built upon and hence organizations need to consider quantum security in many realms of security [20, 32, 42].
They cannot do their jobs if experts do not understand the fundamental threats and mitigation. Our findings are aligned
with research that shows that organizations are not quantum ready [20].

Participants mistrusted IBM and Google to be transparent about their quantum research. Furthermore, some were
even suspecting that the NSA could already be in possession of quantum computers powerful enough to break the
Internet’s encryption. On the other hand, no participant was aware of the ongoing NIST effort to standardize PQC
algorithms in an open manner [16]. Full transparency by all stakeholders involved is key to building trust in new
encryption systems standardized and deployed by US institutions – given the mistrust created in the global surveillance
disclosures in 2013 [65]. Otherwise, the adoption of those crucial defensive techniques might be further delayed.

5.1 Implications For Research

We present an exploratory study, and our results are limited by the participant pool, which is small, tied to our institution,
and consists of students in more extensive parts. However, we deem it likely that interviews with other groups of
security experts would reveal similar or even more misconceptions since our participants all had at least basic knowledge
in this field. Studying quantum security misconceptions among a general (non-security-savvy) population would only
be purposeful if quantum security knowledge were spread to the general public. Our instrument and results can be
used to create online questionnaires to study a large global sample of security experts. Such questionnaires could e. g.,
ask “Which encryption algorithms are threatened by quantum computers? [RSA, AES,...]” to confirm the existence of
misconceptions that we identified in our study. We are currently working on creating such a questionnaire.

Studying the sources of security knowledge for software developers has shown how badly presented information
directly leads to the implementation of vulnerabilities [3, 19]. Such studies should be carried out for quantum security
as well. Developers would benefit from presenting quantum security information in ways that can directly be used to
implement PQC securely in organizations and their products.

5.2 Implication forQuantum Security Education

Our study indicates that university education in (theoretical) quantum security does not prevent misconceptions. We
suspect that new developments (like the proof of quantum supremacy [4]) do not automatically find their way into
the curricula. We suggest that (I) quantum security should be taught as a practical topic in the intersection between
organizational security architecture & cryptography. This helps students understand why quantum security must be
considered in their jobs. (II) The misconceptions we identified should be directly pointed at and should be debunked.
The students should learn how dangerous misconceptions can affect users’ security [29]. (III) Additionally, quantum
security should be part of any security lecture given e. g., to general computer science or engineering students, to build
a basic foundation of understanding for everyone who needs to understand basics of encryption.

Only one participant reported to have gained quantum knowledge through reading scientific papers. While security
experts can not be expected to read such, recent research indicated that a knowledge transfer from security research to
organizational practice often fails [29]. For Quantum security, as a discipline born out of mathematical theory rather
than applied engineering, this threat exists as well. If the field of applied quantum security research grows, those
researchers should actively consider how new knowledge finds its way to non-academic experts, especially security
decision-makers. We propose adding quantum security to the curriculum of security certificates common in the industry
(like CISSP, CISM, and CISA) – as it has already been proposed for HCS [30]. Here, quantum security knowledge can
reach senior professionals who have long left universities. While e. g., CISSP already touches on some quantum security
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topics, it does not relate those to practical applications in organizations and products. Again, directly addressing the
misconceptions is critical.

6 CONCLUSION

We conducted a first, locally limited, exploratory interview study to gain insights into the nature of misconceptions
about (post) quantum cryptography. Misconceptions about (Post) Quantum Cryptography were widespread among the
𝑛 = 19 security experts and students we interviewed. If security experts hold such misconceptions, they won’t be able
to guide the organizations they work for in making informed decisions about quantum security. Active myth-busting in
training and science communication is required. Further, large-scale studies are necessary to assess how common the
identified misconceptions are.
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A PRE-SCREENING QUESTIONNAIRE

Demographics.

(1) How old are you? [Open]
(2) Which gender do you feel you belong to? [Open]
(3) What is your current employment status?
(a) employed in the information sector (quaternary sector)
(b) employed in the service industry (tertiary sector)
(c) employed in the industrial sector (secondary sector)
(d) job-seeking
(e) not employed
(f) self-employed
(g) mainly student
(h) mainly pupil
(i) others, and that is ____

(4) Do you currently work, or have you worked, in the IT-security field?
(5) (Question removed for anonymity)

Self-assessment Quantum.

(1) Please give a self-assessment, to what extent you are familiar with the respective topic. [I have never heard of it;
I have heard of it, but I don’t know what it is.; I have an idea of it, but don’t know when or how to use it.; I know
what it is and can explain what it is used for.;I know what it is and have already actively used my knowledge.]

(a) Quantum Physics
(b) Quantum Mechanics
(c) Quantum Computers
(d) Quantum Cryptography
(e) Post-Quantum Cryptography

(2) Do you know of any other topics that fits into the topic of quantum? [Open]
(3) Now please write in 1-2 sentences what you know about the topic of ...

• Quantum Physics
• Quantum Mechanics
• Quantum Computers
• Quantum Cryptography
• Post-Quantum Cryptography
• Other Quantum Topic

B INTERVIEW GUIDE

A: Introduction via news.
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A1 Two years ago (2019), the company Google was featured heavily in the news with its quantum computer. It was
announced that Google had achieved Quantum Supremacy. Have you ever heard about this?

A2 Or do you know of any other news stories related to the field quantum?
A3 What have you heard about this topic?
A4 What do you understand under the term quantum superiority?
A5 To what extent did this news affect you personally?

B: Quantum computer (vs. classical computer).

B1 How do you envision a quantum computer? [appearance, construction, functionality]
B2 Now let us take a look at the abilities of quantum computers. What can quantum computers do, and what can

they not do? [theoretical capabilities, current/momentary capabilities]
B3 How do they [quantum computers] compare to the classical computer?

B3.1 What do you mean when you say efficiently computable here?
B4 What do you know about the current state of the art of (existing) quantum computers?
B5 IBM, for example, offers online access to various quantum computers to use. Have you already had (personal)

experience with a quantum computer? What kind of experience?
B6 What benefits do you think quantum computers can offer?
B7 Do you see any dangers or risks that could be introduced or magnified by quantum computers? (with respect to

previously mentioned capabilities)
B8 How do you estimate the (future) development/progress in the field of quantum computers? Do you see an

increased use of quantum computers in the near future, or is something like the personal quantum computer for
at home still a long way to go? And why do you assume that?

B9 How important is the topic of quantum computers for you personally? Do you think about this frequently, or
does it have rather little relevance for you? Why?

C: Impact of quantum computing on IT security.

C0 So far, we have mainly focused on quantum computers. Let us now take a step further and look at it more closely
in regard to the subject of IT security.

C1 What impact do quantum computers have on IT security?
C2 Which consequences do you see for symmetric encryption in particular? And which for asymmetric encryption?
C3 Which of these consequences exist currently only in theory? Which ones influence us already?
C4 And how, do you think, this will develop in the future? Will the theoretical consequences remain only theory, or

will they soon be reality?
C5 Can you think of any other dangers or risks that quantum computers pose to IT security?
C6 How severe do you consider the dangers or risks mentioned, in general and for you personally?
C7 To what extent does this perception influence your behavior? Have you changed anything in particular as a

result?
C8 Can you think of any other ways in which quantum computers could impact the field of IT security?

D: Quantum cryptography/post-quantum cryptography.

D0 Next, let us take a look at a specific area of IT security, the cryptography.
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D1 Have you ever heard of the terms quantum cryptography or post-quantum cryptography? What do you understand
under them?

D2 How important do you consider these topics to be? And why?
D3 Do you think we need quantum or post-quantum cryptography? Why?
D4 What do you think, when will we need quantum or post-quantum cryptography? Do we need it already or is it

not that relevant yet? Why?
D5 What else comes to your mind when you think of the terms quantum cryptography and post-quantum cryptogra-

phy?
D5.1 Inquiry on the mentioned topic
D6 Where did you acquire your knowledge on this?

E: Quantum physics/quantum mechanics.

E0 Let us now turn to the underlying principles on which quantum computers operate.
E1 How do you define quantum physics, and how do you define quantum mechanics? What do you consider to be

the difference between both?
E2 What characteristics or principles do you consider to be particularly important for understanding what constitutes

quantum? [superposition, entanglement, ...]
E3 Which of these characteristics or principles are important for quantum computers? Why? In what way or to

what extent?
E4 In your opinion, is this knowledge necessary? Howmuch knowledge is needed in general, howmuch for handling

a quantum computer or for quantum cryptography?
E5 Now thinking about news (e.g. from newspapers or online), how much or what kind of background knowledge

do you think is needed for understanding this news?
E6 How many people do you reckon understand this news, or how much of such news is understood?
E7 Do you consider this to be a little or a lot? And what could be the consequences?

F: Free quantum topic.

F0 We have now addressed various topics in the field of quantum. [Here, the theme mentioned in the pre-screening
is picked up.]

F1 In the online survey you took part in previously, you also mentioned _____. Why exactly did you mention this,
and what can you tell me about it? [Here, the possibility to choose a completely free topic is given.]

F2 Is there (other than that) another topic that is missing here, and which you would like to address? Which topic?
F3 You have just explicitly mentioned ___. Why does this topic have a special meaning to you? And what can you

tell me about it?

G: Review & Misconceptions.

G0 We have already talked about various topics in the field of quantum, about the news you hear in the media, about
quantum computers and their impact on IT security, about quantum and post-quantum cryptography, and finally
about the theories on which all this is built - quantum physics and quantum mechanics. All this shows that these
topics are very extensive and quite complex. This naturally can make comprehension more difficult and lead to
misunderstandings.
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G1 Have you encountered any misunderstandings or misconceptions about the topic of quantum? If yes, what kind
of?

G2 Were you immediately aware that there were inconsistencies? Or how did you notice that it was a misconcep-
tion/inconsistency?

G3 Can you think of any other misconceptions or misunderstandings about quantum that might exist? For example,
about quantum computers or about quantum cryptography.

G4 How would you explain these misconceptions or misunderstandings?
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